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understanding of stock market trends and identifying 

PROPOSED SYSTEM

comprises of updating the model parameters iteratively 
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Predicted values are compared against actual values 

the features like edges or textures through convolution 

IMPLEMENTATION

handling missing values and adjusting the dataset to 
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it acts as a preparatory step that will gradually help with 

person to person in what angle a player should stretch 
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BENEFITS

users to learn at their own pace through their 

diet physio exercises etc

LIMITATIONS

ROLE OF GENERATIVE-AI
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ABSTRACT 

-attacks pose serious threats to the 
security and integrity of networks, systems, and sensitive information. Conventional cyber-threat detection 
techniques, which largely rely on signature-based mechanisms, often fail to recognize new or evolving attack 
patterns, leaving organisations exposed to potential security breaches. To overcome these limitations, this project 
presents a machine learning based cyber-attack detection approach that leverages network traffic analysis. The 
proposed system employs Random Forest, XGBoost, and LightGBM algorithms to classify network behaviour as 
either normal or malicious based on traffic characteristics. By capturing and analysing relationships among 
multiple network features, the system is designed to detect cyber threats in real time, thereby enhancing both the 
accuracy and efficiency of security monitoring. To address the challenge of limited availability of standardized 
network datasets, this study utilises the UNSW-NB15 dataset, which combines realistic normal network traffic 
with synthetically generated modern attack scenarios. Furthermore, Decision Trees and Confusion Matrices are 
used to evaluate model performance, enabling the assessment of detection accuracy and reduction of false positive 
rates. Experimental results demonstrate that ensemble machine learning techniques are highly effective in 
identifying diverse cyber-attack types, significantly strengthening the protection of digital infrastructures. 

 
KEYWORDS: UNSW-NB15, Decision Trees, Random Forest, machine learning, Attack Detection, 
Cybersecurity 
 

INTRODUCTION  

The continuous growth of digital technologies has 
significantly increased exposure to cyber threats, 
creating serious risks for the confidentiality, 
availability, and reliability of computer networks 
and information systems. As digital infrastructures 
become more complex, ensuring cybersecurity has 
become a fundamental requirement for protecting 
sensitive data and maintaining operational 
continuity. To effectively counter modern cyber 
threats, there is a strong need for intelligent and 
proactive detection mechanisms capable of 
identifying attacks at an early stage. 

This study emphasizes the application of machine 
learning techniques to strengthen cyber-attack 
detection capabilities. By examining network traffic 
patterns, the proposed approach enables real-time 
identification of suspicious activities within a 
network environment. The integration of Random 
Forest, XGBoost, and LightGBM algorithms allows 
the system to learn complex attack behaviors and 
rapidly differentiate between legitimate and 
malicious traffic, leading to faster incident response 
and enhanced security enforcement. 

Cybersecurity focuses on defending digital systems 
and communication networks from a wide range of 

malicious activities, including Distributed Denial of 
Service (DDoS) attacks, malware intrusions, fuzzing 
attempts, and worm-based exploits. Traditional 
security solutions often rely on static rules or 
signature-based detection, which limits their ability 
to adapt to newly emerging or modified attack 
strategies. In contrast, machine learning driven 
solutions can autonomously analyse large-scale 
network data, uncover hidden patterns, and detect 
anomalies that indicate potential cyber threats. To 
address these challenges, this research proposes an 
intelligent cyber-attack detection system based on 
ensemble learning methods, specifically Random 
Forest, XGBoost, and LightGBM. The system 
analyses network traffic attributes to accurately 
classify activities as either benign or malicious. The 
UNSW-NB15 dataset is utilised in this study, as it 
combines authentic normal network behaviour with 
synthetically generated modern attack scenarios, 
making it well-suited for evaluating intrusion 
detection models. 

RELATED WORK/ LITERATURE REVIEW 
The rapid growth of networked systems and digital 
services has led to a corresponding increase in the 
frequency and sophistication of cyber-attacks. 
Traditional intrusion detection systems (IDS), which 
are largely based on rule-based or signature-based 
mechanisms, have been widely used to detect known 
attack patterns. However, these approaches suffer 
from significant limitations, particularly in 
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identifying zero-day attacks and adapting to 
evolving threat landscapes [1]. As a result, 
researchers have increasingly focused on intelligent 
and adaptive detection techniques to enhance 
cybersecurity defences. 

Machine learning (ML) has emerged as a powerful 
tool for cyber-attack detection due to its ability to 
learn complex patterns from large volumes of 
network traffic data. Several studies have 
demonstrated that ML-based IDS can outperform 
conventional methods by identifying anomalous 
behaviors and previously unseen attack types [2]. 
Supervised learning algorithms such as Decision 
Trees, Support Vector Machines (SVM), and k-
Nearest Neighbors (k-NN) have been extensively 
explored for network intrusion detection, showing 
promising results in terms of detection accuracy and 
adaptability [3]. 

Among these techniques, ensemble learning 
methods have gained particular attention due to their 
robustness and high predictive performance. 
Random Forest, an ensemble of decision trees, has 
been widely applied in intrusion detection systems 
because of its ability to handle high-dimensional 
data, reduce overfitting, and maintain strong 
generalization performance [4]. Studies have shown 
that Random Forest-based IDS achieve high 
detection rates across multiple attack categories 
while maintaining low false positive rates [5]. 

Gradient boosting algorithms, such as XGBoost and 
LightGBM, have further advanced the performance 
of cyber-attack detection systems. XGBoost 
enhances traditional gradient boosting by 
incorporating regularization techniques and parallel 
processing, resulting in improved accuracy and 
computational efficiency [6]. Research indicates that 
XGBoost performs exceptionally well in detecting 
complex attack patterns, particularly in large-scale 
and imbalanced network datasets [7]. Similarly, 
LightGBM has been recognized for its speed and 
scalability, making it suitable for real-time intrusion 
detection scenarios [8]. Its leaf-wise tree growth 
strategy allows it to capture intricate feature 
interactions while reducing training time. 

The choice of dataset plays a critical role in 
evaluating the effectiveness of intrusion detection 
models. Earlier datasets such as KDD Cup 99 and 
NSL-KDD have been widely used; however, they 
are often criticized for redundancy and lack of 
representation of modern attack behaviors [9]. To 
address these shortcomings, the UNSW-NB15 
dataset was introduced, incorporating real-world 
normal traffic along with contemporary synthetic 
attack scenarios [10]. Several studies have validated 
the suitability of UNSW-NB15 for benchmarking 

ML-based IDS due to its diverse feature set and 
realistic attack distribution. 

Recent research has emphasized hybrid and 
ensemble-based detection frameworks that combine 
multiple machine learning algorithms to improve 
detection accuracy and reduce false alarms [11]. By 
leveraging the strengths of different classifiers, such 
systems can better capture complex relationships 
among network features and enhance overall system 
reliability. Performance evaluation metrics such as 
accuracy, precision, recall, F1-score, and confusion 
matrices are commonly employed to assess IDS 
effectiveness and ensure balanced detection across 
attack classes [12]. 

In summary, existing literature highlights the 
effectiveness of ensemble machine learning 
techniques in cyber-attack detection. While Random 
Forest, XGBoost, and LightGBM have individually 
demonstrated strong performance, integrating these 
models offers a promising direction for developing 
high-accuracy, real-time intrusion detection systems 
capable of addressing modern cybersecurity 
challenges. 

REVIEW OF THE UNSW-NB15 DATASET 
The UNSW-NB15 dataset is a modern benchmark 
dataset generated using the IXIA PerfectStorm tool, 
combining real-world normal traffic with 
contemporary attack scenarios. It includes nine 
attack categories and 49 network features, making it 
suitable for evaluating machine learning based 
intrusion detection models. 
 
Data Collection Process 
 
The dataset was collected in a controlled real-world 
testbed environment using the IXIA PerfectStorm 
traffic generation tool. Both legitimate and 
malicious network traffic were generated to reflect 
realistic operating conditions. Normal traffic 
emulated common network activities such as web 
browsing, email exchange, file transfers, and 
database access, while malicious traffic consisted of 
nine distinct attack categories representing both 
modern and traditional attack techniques. Captured 
network packets were processed using feature 
extraction tools to derive 49 relevant network 
attributes from the raw traffic data. The resulting 
dataset models contemporary cyber-attack 
scenarios, ensuring the applicability of trained 
machine learning models to current cybersecurity 
threats.  
 
Data Volume and Composition 
The dataset contains more than 2.5 million records. 
It includes both normal and attack traffic, making it 



well-suited for binary and multiclass classification 
tasks [13]. 

 
 
METHODOLOGY 

Prior to model training, the raw network traffic data 
undergoes a preprocessing phase to improve data 
quality and model performance Figure 1. Show 
system flow. This stage focuses on eliminating noise 
and irrelevant information from the dataset. Records 
with zero connection duration and undefined 
connection states are removed to prevent misleading 
patterns. In addition, feature scaling is applied to 
normalize the input attributes, ensuring uniform 
contribution of features during model training. 

 

Figure 1: System flow 

Random Forest Based Attack Classification 

Random Forest is an ensemble-based machine 
learning algorithm that constructs multiple decision 
trees during the training process and combines their 
outputs to generate final predictions. This approach 
enhances model stability and reduces the risk of 
overfitting, especially when dealing with complex, 
noisy, or class-imbalanced network traffic data. In 
the proposed system, the Random Forest model 
demonstrates strong performance in attack 

classification, achieving an accuracy of 
approximately 98.09%. The evaluation results of the 
model are presented in the corresponding 
performance analysis section.the Figure 2. 

 

 
Figure 2: Random Forest Model Evaluation 

 
Feature Ranking from Random Forest: 

 
 
XGBoost Model for Categorization 
 
XGBoost, or Extreme Gradient Boosting, is a 
powerful ensemble learning technique that 
constructs decision trees in a sequential manner, 
where each new tree corrects the errors of the 
previous ones. The algorithm integrates 
regularization mechanisms to control model 
complexity and reduce overfitting. Due to its 
optimized implementation, including parallel 
processing and efficient handling of sparse data, 
XGBoost is particularly effective for large-scale 
datasets. In this study, the XGBoost model achieves 
an attack classification accuracy of approximately 
98.05%, with performance evaluation results 
illustrated in the corresponding analysis section 
figure 3. 
 



 
Figure 3: XGBoost Model Evaluation 

 
 
LightGBM Model for Categorization 
 
Light Gradient Boosting Machine (LightGBM) is 
designed for high computational efficiency and low 
memory consumption. It utilises histogram-based 
learning techniques along with a leaf-wise tree 
growth strategy, enabling faster training and 
effective handling of large and high-dimensional 
datasets. In the proposed system, the LightGBM 
model demonstrates strong performance in attack 
classification, achieving an accuracy of 
approximately 98.02%. The detailed evaluation 
results are presented in Fig. 4. 
 

 
Figure 4: LightGBM Model Evaluation 

 
 
 
 
 

RESULTS 
 
To evaluate the performance of our model, we 
utilize the confusion matrix, which allows us to 
identify true positives, true negatives, false positives 
and false negatives. A confusion matrix is a 
technique used to estimate the performance of a 
classification model, specifically by showing how 
well the model's predictions match the actual 
outcomes.  

The comparative evaluation of Random Forest, 
XGBoost, and LightGBM for attack categorization 
using the UNSW-NB15 dataset is given in Figure 1, 
it highlights the strengths of each model across key 
metrics: Recall, Precision, and Accuracy. 

The superior recall performance of the Random 
Forest classifier demonstrates its effectiveness in 
detecting a higher proportion of malicious activities, 
making it suitable for intrusion detection scenarios 
where false-negative reduction is critical. 

 
Figure 5: Model Comparison   

 

LightGBM achieved the highest precision, 
highlighting its effectiveness in minimizing false 
positives, which is crucial for automated response 
systems sensitive to false alarms. Overall accuracy 
was similar across all models, with Random Forest 
and XGBoost performing slightly better than 
LightGBM. The choice of model should therefore 
depend on system objectives: Random Forest is 
ideal for maximizing attack detection (high recall), 
LightGBM is suited for applications requiring 
precise classification (high precision), and XGBoost 
provides a balanced trade-off, making it suitable for 
general-purpose intrusion detection. These findings 
emphasize the importance of selecting models based 
on the specific needs of network security 
applications. 
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CONCLUSION 
Among the evaluated models, Random Forest, 
XGBoost, and LightGBM all demonstrated strong 
performance in cyber-attack classification, with 
overall accuracies close to 98%. Random Forest 
achieved the highest recall, indicating its superior 
ability to detect the majority of attack instances, 
making it particularly suitable for systems where 
minimizing false negatives is critical. LightGBM, on 
the other hand, achieved the highest precision, 
reflecting its effectiveness in reducing false 
positives, which is essential for automated response 
systems that may be disrupted by frequent false 
alarms. XGBoost provided a balanced performance 
across both metrics, offering a trade-off between 
recall and precision and making it a versatile option 
for general-purpose intrusion detection. These 
results suggest that the optimal model choice 
depends on the specific objectives of the detection 
system: Random Forest for comprehensive attack 
coverage, LightGBM for precise classification, and 
XGBoost for balanced performance. Overall, the 
findings highlight the importance of tailoring model 
selection to the operational requirements and 
priorities of network security applications. 
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